










The National Association of REALTORS® is America’s largest trade 
association, representing more than 1.3 million members involved in all 
aspects of the residential and commercial real estate industries.  (www.
realtor.org)

Clareity Security, LLC is the leading provider of security products and services 
for the real estate and mortgage industries, and is now expanding into 
Financial Services. Its SAFEMLS® and SAFEACCESS™ products help real 
estate professionals, the mortgage industry, and financial services companies 
easily and effectively safeguard sensitive consumer information against 
unauthorized access and provides next generation strong authentication 
solutions for secure online transactions. Clareity Security also provides 
network security services including organizational information security 
assessments, Unified Threat Management (UTM) appliances, and other 
IT security solutions in partnership with companies such as with Secure 
Computing (NASDAQ: SCUR), a provider of global security solutions. 
Additional information is available at  http://www.ClareitySecurity.com. 

Liberty Alliance is the only global identity organization with a membership 
base that includes technology vendors, consumer service providers and 
educational and government organizations working together to build a 
more trusted Internet by addressing the technology, business and privacy 
aspects of digital identity management. The Liberty Alliance Management 
Board consists of representatives from AOL, Ericsson, Fidelity Investments, 
France Telecom, HP, Intel, Novell, NTT, Oracle, and Sun Microsystems. Liberty 
Alliance works with identity organizations worldwide to ensure all voices are 
included in the global identity discussion and regularly holds and participates 
in public events designed to advance the harmonization and interoperability 
of CardSpace, Liberty Federation (SAML 2.0), Liberty Web Services, OpenID 
and WS-* specifications.

Case Study:
Bluewin Implements Liberty Alliance 
Specifications for Single Sign-On

Company
With approximately 2 million customers, Bluewin 
(www.bluwin.ch) is the largest Internet service provider 
in Switzerland and a fully owned subsidiary of the 
telecommunications company SwissCom.
Bluewin is among the first Internet service providers 
to implement a Liberty-enabled solution. The company 
provides a range of services geared at both consumers 
and businesses. 

Application
B2C

Challenge
Bluewin sought to simplify single sign-on and 
eliminate the need for users to input multiple pieces of 
information in order to enter password protected sites. 
They also wanted to enhance security and improve 
access to third-party services. 

In order to meet these goals, the challenges 
extended to areas including managing user identity 
in a distributed environment, insuring user integrity, 
enabling federation between different legal and 
organizational entities, as well as making access to 
online services as user-friendly as possible.

Solution

Bluewin implemented the Liberty Alliance Identity 
Federation specifications. In this new environment, 
Bluewin functions as the identity and attribute provider 
for a Swiss Circle of Trust. This means that once a Bluewin 
user has been authenticated by a circle of trust identity 
provider, that individual can easily be recognized by other 
service providers within the circle.

The first service provider in the circle of trust is the 
Swisscom Micropayment service. Other service providers 
including the famed online chocolate shop, Sprungli, 
(www.spruengli.ch) will soon follow suit. 

Bluewin has implemented the identity provider 
functionality in an internal development project based 
on Open Source Framework Source ID. Bluewin is also 
collaborating with different IT integrators to enable a 
circle of trust with several participating service providers. 
This way, Bluewin will be able to offer single sign-on for 
multiple Swiss sites and will store attributes only once.

The Bluewin identity provider supports Liberty’s Identity 
Federation Framework specifications. Attribute sharing will 
be enabled in the next phase of development.
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